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Tine : 2 hours \''Irrim,rnr l\'Trrks : 70

iection A

Ansrver any 6 questions. Dach earry 3 narks.

t. \\ihat are tbe risks ol rlela\ing or ignoring se(rtri1.r' Patches?

2. \\ihat is end point device se.urit.\,?

3 List ant lour applications of the inte rcl

. \ rrn rnr.r .1o"\r,rg '.,.\

5. Narne tNo common tt,pes of cvber thrcats.

6. \ /hat is lhe dificrcncc bctrveen nrrluam and ransomwarel'

/ l)cnne ( vlrFrr rrlrel

E. Ho\\, to report Cvbr:r crirncl

Section B

Answer any 4 questions. Each carry 6 rnarks.

9. Ho$ do \orious sectors ( e.g. finance, healthcare) experience diffcrent risks due to
an increasjngllr i terconnecied c1'berspace?

10. lf yorl r'crc to dcsign a ne1l net{ork or system within cyberspace, what archjtec_

tural elements would you p oritjze to ensure secudty and efliciency?

11. Do you think indivrduals or governmcnts dre rnore responsible for cnsuring cyber-
sccudtv? Justify t-our ans{er with cxamples.

12. Describe a scenalio rvhcre ransornxrare could harm a small business. Hot,would
' you help the business recoler its data and pre\,ent future attacks?

13. What arc some simple rvays to protect personal inforrrration lrom cybcr threats?

1.1. Why is it important to report cybcrcrimes, and how can 1t help prcvcnt further
attacks?

Section C

l



. .Answer any 2 questions. Each carry 14 marks.

15. Design a simple social media marketing plan fbr promoting
lrrclude platforrn choices, cont€nt ideas, and strategies lor

a college cultural eve t
reacling students.

16. Dcsign a simplc privacy guidc for ncr, social media uscm. Include steps to manage
privacy settings, report harmful content. and avoid comrnon pitlalls.

17. Explain hor,r, firewall rules are configured to allo\\' necessary applications while
blocking potentia.l threats?If an orgar zEtron s irre\\all sta.rts blockjng legitimate
applications, how shouid the lT team troublcshoot and resolv(r the issue without
compromising secu ty?


