
[il tlfl ll[[I]l K24U 2A76

(6r1=6)

V Semester B.C.A. Degree (CBCSS-OBE- negular/ Supplemenrary/
lmprovement) Examination, November 2024
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to 2022 Adrnissions)

: INFORII]IATION SECUAIry

1. W,{at is onfidenllirlity

2. Define cryptoqraphy.

3. Name two lypes ol passive

4. What is meanr bylransposiri

5. Deline lhe term nonreoudi

6. What is steqanoqraph

Answer any 6 que.sryiY:

7. Erpla n rhe principle ofintegi ikltdl
8. Whal isth€ plrposeofthe avalanche eflecl in cryprographic algorithrns

L Difle@ntiate belween a block ciph€r and a steam cipher.

10. D6scribelhe concepl of public-key c.ypiosystem.

L Whar are rhe s"curirys€ ices orovdeo oy a drgldlsig.arJre t
12. What is a b.ute{orc-" atlack and why is ir a threat to cryptogaphy ?

13. Explain the role ol key management in cryplographic sysrems.

1 4. How does DES provide confidenlialily ?
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Answer any 4 queslions:

21. Compare symmetdc key cry
locusing.on lheir strenglhs a

Evaluate the RSA diqitalsig

15 Applylhe BSA algodlhm to encq/pl amessage using aPublic key-

16- Analyze lhe weaknesses in DES and how lhey are addressed bylriple DES.

17- Dilierentiare berween aclive and passive altacks wilh examples .

18. How does Klrchholfs principle inlluence modeh cryPtogaPhy ?

Answer any 2 quesljons:
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23.

mmet c key cryplography,

explain irs securly beneiils.

24.

cryprographic sysrems.

Fr.lrin lhe conceot6l dibilal ffi
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