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SE'T ON A

I Ore word quesiions. (8x0.s=4)

a) The le rm cryplography relers lo transiorrn ng nressag€sto make ilrem secure

b) Man-in ihe mrdd e altack can endanger securily ot Dlfiie-Hellman rneihod
il two partres are not

c) Addiiive c phers are also called as

d) ip!' doo( -or <-bs r-rp 04- ,,1 bo or c otLe . irs,pdd I

chanqes iire localon of the svmbol

o d -lD,_ <ho' o.poFa g-l.r.l
change n lhe cipherlext

i) What s lhe preprocess step before key expansion in a compresslon ?

g) Wh ch a qorthm accepts the cipher lexl and the malclr ng k€y to produce
the org nalp a ntext ?

h) Wh ioh lype .1 atlack explo ls properlies ol lire RSA algo rithm ?

SECTION B

W te shon notes on any seven oilhe iollowing queslions. i7x2:14)

2. Del ne lhe tem worms.

3 Dis.uss a.tve alla.ks
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4. Wrile shorl note on Kerckhofls princ pe

SECTION _ D

Wrle an essay on any lwo ol the io ow nq qlestions.

i u tfrt tl t

5. Dislinguish between encrypuon and decryplion agodlhm with exarnpe.

6. Explaln weakness ol lhe cipher key.

7. Wrile shorl note on subslltution cpherc.

8. Whal ls rnessage inlegrly ?

L Explaln ellptic curue d oltalsianature scheme.

I 0 Whal are lhe princ p e elemenls oi a public key cryplosystem ?

1 1 Expla n lhe concepi ol lrap door one way iunclron

SECTION C

Answerany tour oflhe lo owing questions

12. Explain secret sharing.

13. Wrlie shoil on monoalphebelc clpher

14. What are the lwo desired properlies ol a bock cipher ?

15. Discuss DES analysis

16 Compare and conlrasl exislential and seleclive iorgery.

17. Wile shon note on RSA daia secuily

(4r3=12)

(2'5=10)

1 8. Whal are slream and b ock ciphers ? Explain how slrearn ciphers are diflerenl
irom block ciphers.

19. Distinguish behveen keyless and keyed transposlion cpher, in delai.

20. Explain BSA algorlhm n deiail.

21. Explainthe requiremenlsior plbLic key cryptography.


