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17x2=14)

SECTION A

1. One wold answer: (810.5=4)

a) The service thal makes sure lhal only althorized users can access lhe

heps n non{epudi.lon.b)

c) Breaking oi code wtholl knowledge ol the key and painlexl is also

d.la encrlplon is done

d)

i)

9)

lr)

DES slands lor

ln doub e DES

[ey engllr

A.onrlensed verslo. oi dala is called

The key length tor a secu.e FSAtransm ssion is rypicaly

SECT]ON B

Wrte shon noles on any seven ol lhe io owing questions l

2. Deline plainlext.

3. What is cryplography ?

4.. Whai is syrnmelrc encrypllon ?

5. What is a Trojan Horse ?
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6 Llstlour examples lor block ciphers.

7 Glve any lourweakness ol DES.

8. Slate lhe weaknesses oi pub ic keys.

9. What is non{epudiallon ?

10 Whai is a slream cipher ?

11. What is brute force anack ?

r2. Whal is a parasilic virus ?

]fl fi[ flN] t
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I 3. whal are advantages of us ng D giiar Sig.atures ?

14. Whal is linear cryptana ysis ?

15. How s key lenath related lo encryption slrength ?

sEcrloN - c

Answer ary lour olthelollowing q'restions:

16 Compare symmetric and asymmetric encrypiior

I /. D lor4lridtF betwee. pdssrva dnd acl!e rtla.lq.

18. Explain public kev encryption

19. Explain the RSA algorilhm.

20. Explain ihrce rcaso.s why diglalsgnalures are used in communication.

21. Dscuss aboul subsllulion ciphers.

22 D stinguish belween Virus and Worms.

23. Explain ihe wo* nq ol symmelric encryplion
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Wril-" a n essay on a ny lwo of the iollowin g quest ons r (2x5= 1 0)

2,1 Exp ain workng oi DES

25 D scuss worklng ol dgila signatore.

26 Exp ain abo!t lransposilon cLphers

27 Describe lhe e emenis in nlo nalion securly

2a D q. rsq:bo n M.lwarcs

)Steganography.
ii) Dlfl-arenia crypla.alyss


